GOVERNMENT OF KIRIBATI
POSITION DESCRIPTION

1. Ministry: Office of the Attorney General

2. Position Title: ICT Officer

| 3. Salary Level: L9-7 M 4. Division: Corporate Service
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8. Position Overview

9. Financial: NIL

11. Internal Stakeholders:
e AG

s HODs

o All staff

To be referred to Supervisor:

» Installing of powerful access point
¢ [nstallation of data for librarian

»  KDP/KPA:
»  MOP Outcome:

e Purchase of IT equipment and materials
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' 13. KEY ACCOUNTABILITIES (Include linkage to KDP, MOP and Divisional Plan)

Major Activities/Duties
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e Staff from other ministries

To be referred to Manager/supervisor

Performance Measures/Outcomes
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Manage & Z_mm:ﬂm__,g;mmEmﬂ.

Ensure server's components are up to date.
Perform and test routine system backups and
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be wmQSwmo. to perform mQQ:.S:m_. duties as required.

Centralized resources and security
administration

Server & Network capacity meet or
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Future plans for server & network
infrastructure.

GOVERNMENT OF KIRIBATI
POSITION DESCRIPTION

Manage Active Directory
Develop and maintain documentation about
current environment setup, standard operating
procedures, and best practices.
Practice server asset management, including
maintenance of server component inventory and
related documentation and technical specifications
information.
Have familiarity with NAS and SAN storage
management, and MS DFS.
Ensure the availability of UPS power backup to all
servers

Make recommendations for future upgrades.
|dentify technologies available that addresses the
needs of the ministry.

Research and recommend innovative, and where
possible automated approaches for system
administration tasks.

Enterprise/Organization System
Security

5.

6.

Ensure security to information/data file system:
proper permissions to file shares.

Develop a security strategy to ensure data
security, integrity and access.

Provide security awareness training to the
Ministry.

Ensure security software are up to date, have
valid licenses.

Perform regular security monitoring to identify any
possible intrusions.

Setup security policies for users

Main advisor for Assistant ICT
Officer(s) and ICT Helpdesk(s)

2.

Manage the network _.m_mgsm_wo internet m_mmmmm_ qmm_o__ |

internet security and bandwidth allocation.
Allocate tasks to the Assistant ICT Officer with

_ tasks.

demand/requirements.
Server downtime reduced

Systems are up to date ,
Use of cutting edge technologies |

Internet maintenance is provided
with a quality and efficiently manner.
Awareness of server maintenance
tasks.

with a quality and efficiently manner.
Awareness of server maintenance

This is position description provides a comprehensive, but not exhaustive, outline of the key activities of the role. It is an expectation that you may
be required to perform additional duties as required.
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GOVERNMENT OF KIRIBATI

POSITION DESCRIPTION
T I e e
- the post holder is expected to work extra hours when and if 16.1 PQR (Position Qualification Requirement):
required and will be able to handle pressures from all divisions Education: Degree in computing science and any other relevant fields

within OAG and higher authority regarding IT matters or issues
Experience:
- Stress and challenging work conditions
Prerequisite: N/A

‘ 16.2 Key Attributes (Personal Qualities):

1. Knowledge

- Computing science and information technology

- English language

- Education and Training

- Customer service

- Knowledge on windows & linux servers platforms

2. Skills

Active listening

Critical thinking
Instructing

Complex problem solving

Speaking

3. Attributes
Concern for others

Self-control

This is position description provides a comprehensive, but not exhaustive, outline of the key activities of the role. it is an expectation that you may
be required to perform additional duties as required.
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= Attention to detail

= Analytical thinking

s a comprehensive, but not exhaustive, outline of the key activities of the role. It is an expectation that you may
be required to perform additional duties as required.
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